Notice regarding issue involving notes that were posted on LINE Timeline

2021.08.12

(Chinese follows English 7 #XRZ&# T %)

1. Overview

We detected an issue in LINE Timeline whereby notes posted in certain LINE groups were displayed and
may have been viewed by users who had already left affected groups from June 21, 2021 to July 6, 2021
due to a system malfunction. The issue was subsequently resolved on July 6, 2021 at 11:00am JST.

We sincerely apologize to our users for any inconvenience this may have caused and will make our best
efforts to prevent a recurrence of this issue.

The details of our investigation and response to alert our users of this issue are summarized below.

2. Incident assessment

Period of occurrence:

June 21, 2021 at 12:00pm to July 6, 2021 at 11:00am JST
Summary:

When LINE group information was synchronized, a malfunction occurred whereby notes posted in certain
LINE group chats were displayed and may have been viewed by users who had already left affected
groups from June 21, 2021 to July 6, 2021. Notes that were posted outside of the period of occurrence
were not affected by this issue.

Groups that were affected:

Groups that experienced a system malfunction when information on LINE Timeline was synchronized
during the period of occurrence

Users that were affected:

Users who posted notes on LINE Timeline in affected groups during the period of occurrence, and users
who were a part of affected groups

Posts that were affected:
LINE Timeline notes that were posted in affected groups during the period of occurrence

Scope (breakdown of affected users by country/region):



Number of groups whose

notes were accessible on

Number of users whose

notes were displayed on

Number of users in

groups whose notes were

Number of notes

accessed on LINE

Country LINE Timeline by users LINE Timeline after accessible on LINE Timeline by users who
who had left a group having left a group Timeline by users who had left a group
had left a group
Japan 2,214 5,479 89,835 6,059
Thailand 6,541 12,232 806,713 45,016
Taiwan 12,582 39,177 1,488,530 98,293

Response following detection of issue:

The issue was promptly resolved following detection. As of July 6, 2021 at 11:00am JST, users who had
left affected LINE groups could no longer view newly posted notes in LINE Timeline. We subsequently
individually informed users that were a part of affected LINE groups.

3. Cause and prevention of recurrence
Cause:

The issue was caused by a malfunction that occurred when some group information in LINE Timeline was
synchronized

Measures to prevent recurrence:

We will conduct a regular review of the systems that led to this malfunction and strengthen our issue
monitoring system

4. Correspondence in chronological order (all times are JST)

- June 21, 2021, 12:00: Issue occurred

- June 25, 2021, 19:32: Initial user inquiry was received

+ July 6, 2021, 11:00: Cause of the issue was identified and resolved

- July 21, 2021: Individual notifications were sent to affected users

+ August 12, 2021: Notification posted on the LINE Security & Privacy website

5. Update history
August 12, 2021: Notification posted

6. Inquiries regarding this matter

For inquiries regarding this matter, please contact us at the below link:



https://contact-cc.line.me/detailld/10066
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