Notice regarding unauthorized access to certain LINE accounts

2021.02.25

(Chinese follows Englishs #XRA7E T )

All times are in JST unless noted otherwise

1. Overview

We have detected unauthorized login attempts to LINE contact form (https://contact-cc.line.me),
whereby valid ID/PW combinations affecting approximately 3035 LINE accounts were identified, while
phone number, user identifier, email address (known information upon log in) may have been obtained. We
are currently taking proactive measures to prevent this issue from spreading. The details of our
investigation and response to alert our users of this issue are summarized below.

2. Incident assessment

The LINE contact form is a generic HTML form requiring information to identify the source of the enquiry
(phone number, user identifier, email address (login ID) so that LINE can respond to them smoothly.
Hence, the unauthorized user or users may have been able to obtain user information (phone number,
email address (known information upon log in), user identifier) upon unauthorized login. While have
already reset the passwords on the compromised user account, due to the nature of this incident involving
personal information, we are issuing this notification and alerting our users.

If you are affected by this incident, please contact us using the form at the bottom of this notice. We will
work diligently to investigate and resolve the situation.

mBreakdown of the affected users by country/region as of February 8, 2021
Japan: 2,888
Taiwan: 21
Thailand: 3
Others: 123
Total: 3,035

3. Current status
Applying Two-Step Authentication

LINE is reviewing to apply two-step authentication to services that can be logged in with LINE account that
do not have the feature applied.


https://contact-cc.line.me)/

Two-step authentication is a method where a verification code is displayed upon log in, which must be
entered to the linked LINE account on the smartphone to confirm the identity.

Together with your existing password, this system helps prevent unauthorized logins by verifying your
identity against your linked LINE account. This means attackers won't be able to access your account
using your password alone.

Reference image: Two-Step Authentication for LINE Login

Identity verification

Enter your verification code from the login screen of the PC,
iPad, or other LINE service, and then tap Verify.
Tap the Close button
if you don't want to log in.
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Initialization of password reset for certain users

We have reset passwords for affected user accounts who we were unable to confirm had updated their
passwords between October 3rd 2020 through January 23rd 2021. We have sent such users a message
through the LINE Official Account(OA) starting 18:40pm JST on January 21, 2021 requesting users to
reset their passwords.

We apologize for the sudden notice. The OA message was distributed in the below order:

The following message was sent through the LINE OA: “Password has been changed”

This was followed by a second message: “An unauthorized login attempt was detected to your LINE
account. There is a risk that your password may have be compromised, and as a precautionary
measure your password has been automatically reset on January 21 at 18:40 and on January 23 at
10:00 (UTC +7).

Reference image: Notification to affected users

[Important] An unauthiorized login
attempt was detected to your
LINE account. There is a risk that
your password may have be
compromised, and as a
precautionary measure your

If you used the same affected LINE password for other services, we recommend you change your
password for those services.
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LINE will contact you through the LINE OA when you log into your account.

Reference image: Login notification
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When you log into a LINE service or desktop app, you will receive a login notification from the LINE OA
that contains a verified account badge.

Please check the message, and if you did not log in yourself, immediately change your password.

X Instructions to change your password: https://help.line.me/line/?contentld=20000062

4. Correspondence in chronological order (all times are JST)
January 19, 2021: Internal fraud monitoring system detected login attempts for specific LINE services

January 21, 2021: After an internal investigation, we notified affected users regarding the password reset
(1st round)

January 22, 2021: Blocked access from the IP address believed to be the source of the attack
January 23, 2021: Removed embedded phone number and email address at approximately 8:30am

January 23, 2021: After an internal investigation, we notified affected users regarding the password reset
(2nd round)

February 8, 2021: Two-factor authentication applied at approximately 11:00am

5. Update history
February 25, 2021: Notification posted

6. Inquiries regarding this matter

For inquiries regarding unauthorized access to individual LINE accounts, please contact us using the
following form by selecting “Other” for Question #2:
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