Notice regarding unauthorized access to certain LINE accounts

2020.09.13

(Chinese follows English / PXIRATETH)

1. Overview

We have detected multiple unauthorized login attempts from July to September 2020, whereby valid
ID/PW combinations affecting approximately 74,000 LINE accounts were identified.

We are currently taking proactive measures to prevent this issue from spreading.

The details of our investigation and response to alert our users of this issue are summarized below.

2. Incident assessment

Currently we are not aware of any LINE accounts that have been compromised. We have ascertained from
our preliminary investigation that the unauthorized user or users who had obtained valid ID/PW
combinations had attempted to log into a separate LINE service in order to confirm the validity of the
ID/PWs in question. Therefore, as per this announcement, we made the decision to notify affected users.

mBreakdown of the affected users by country/region
Japan: 41,204 Taiwan: 28,021 Thailand: 139 Indonesia: 10 Others: 4,604
Total: 73,978

3. Current status
Review the scope of two-step verification

We are reviewing whether the LINE services that can be accessed using the affected ID/PW combinations
require two-step verification, and are applying two-step verification for those that do not currently require it.

Two-step verification is an authentication method that requires you to input a verification code that is sent
to your registered LINE account when you log into a service.

In addition to verification via password, two-step authentication prevents unauthorized logins even in
cases when your password is known to a third party, by verifying your identity using your registered LINE
account.

Reference image: Two-step verification when logging into LINE
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We have applied two-step verification for the following service (as of November 10, 2020):

2020/2/23 LINE TIMELINE https://timeline.line.me

) ) https://social-
2020/2/24 LINE Social Plugins . . L.
plugins.line.mellineit/share

2020/8/26 LINE Securities https://line-sec.co.jp/
2020/9/14 LINE Creators Market  https://creator.line.me/
LINE DEVELOPER

2020/9/23 DAY2020 https://linedevday.linecorp.com/2020/ja
2020/09/28 LINE POINTS https://points.line.me/

2020/09/30 LINE Part Time Jobs https://baito.line.me/

2020/10/7 LINE STORE https://store.line.me/

2020/10/19 LINE Bussiness ID https://account.line.biz/login
2020/10/19 LINE for Business https:/loa-app-auth.line.biz/v1/welcome
2020/10/19 LINE Pay https://pay.line.me/

2020/10/20 LINE GIFTSHOP https://giftshop-tw.line.me/

2020/10/21 LINE Careers https://career.line.me/

2020/10/22 LINE Smart Invest https://linvest.line.me/

2020/10/28 LINE Pokeo https://pockeo.line.me

2020/10/29 lacore https://lacore.line.me

2020/11/04 LINE TICKET https://ticket.line.me

2020/11/04 LINE GAME Reservation https://game-yoyaku.line.me
2020/11/10 LINE Fact Checker https://fact-checker.line.me

2020/11/10 LINE TODAY https://today.line.me
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* We plan to continue to adding two-step verification to other services not currently on the list

* Depending on the service listed, the link may take you directly to the LINE login screen

Initialization of password reset for certain users

We have reset passwords for affected user accounts who we were unable to confirm had updated their
passwords between July through September 2020. We have sent such users a message through the LINE
Official Account(OA) starting 12:33pm JST on September 12, 2020 requesting users to reset their
passwords.

The OA message was distributed in the below order:

The following message was sent through the LINE OA: “Password has been changed”

This was followed by a second message: “An unauthorized login attempt was detected to your LINE
account. There is a risk that your password may have be compromised, and as a precautionary
measure your password has been automatically reset on September 12 at 10:00 (UTC +7).

Reference image: Notification to affected users
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If you used the same affected LINE password for other services, we recommend you change your
password for those services.

LINE will contact you through the LINE OA when you log into your account.
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[
When you log into a LINE service or desktop app, you will receive a login notification from the LINE OA
that contains a verified account badge.

Please check the message, and if you did not log in yourself, immediately change your password.

X Instructions to change your password: https://help.line.me/line/?contentld=20000062
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4. Correspondence in chronological order (all times are JST)
September 9, 2020: Detected login attempts for specific LINE services

September 12, 2020: After an internal investigation, we notified affected users regarding the password rest

5. Update history
September 12, 2020: Notification posted in Japanese
September 13, 2020: Notification posted in English and Chinese

November 26, 2020: The list of services that require two-step verification was updated

6. Inquiries regarding this matter

For inquiries regarding unauthorized access to individual LINE accounts, please contact us using the
following form by selecting “Other” for Question #2:

https://contact-cc.line.me/detailld/10092
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