Notice regarding the defect of “Share Setting” of Friends in Timeline during
certain period of time

2020.07.20

We regret to inform you that there was a defect in LINE Timeline where “Share Setting” of Friends did not
accurately reflect users' settings, which occurred from April 29, 2020 to May 4, 2020 due to a system
settings failure. This defect was resolved by 15:00 on May 4, 2020, and has not reoccurred outside of the
period stated above.

If a user believes that a similar issue occurred during a period other than the period mentioned above ,
""public"" at the time of posting.

please check the privacy settings to see if the Timeline is set as

The details of this impact is as follows:

H Content of the defect
Affected Period: from April 29, 2020 17:00 to May 4, 2020 15:00 (UTC+9)

With regards to users' posts shared to Friends, if a Friend of an affected user described below accessed
such post via a user's home tab*1, such Friends who should have been excluded from access had been
able to view such posts and add comments or "liked" them

*1 An individual page for each Friend displayed by tapping the icon and displayed name from the Friends
list on a user's home tab

B Affected users

- Newly added Friends while the “Allow new friends” function was turned off (users who added Friends to
the "excluded" list)

- Users who added Friends during the affected period while the "Allow new friends" button was turned off
(user whose "excluded" list was automatically renewed)

B Affected posts
- All posts made by the above specified users that were shared with Friends under
(This includes posts made before the affected period)

share setting.

Friends who had access to the post *2

- Friends who were manually added to the "excluded" list in "share setting” by a user during the affected
period

- "Friends" who were newly added while the user had the "Allow new friends" button turned off during the
affected period

*2 Friends who were added to the "excluded" list before the affected period were not affected, even during
the affected period (the "excluded" list was reflected correctly during this time).



B Breakdown of the affected users by country/region
Japan: 36,840 Taiwan: 41,698 Thailand: 64,301 Indonesia: 5,617
Total: 148,456

mindividual notices

At the time of the announcement of this notice, we have individually contacted and notified the affected
users.

Japan: June 5

Indonesia: June 5

Taiwan: July 20

Thailand: July 20

B Our correspondence after discovering the defect
After discovering the defect, we took immediate corrective action (15:00 on May 4, 2020).

Since then, we have contacted and issued an apology to the affected users to the extent possible.

However, it was difficult to inform all of the affected users individually due to technical difficulties in
accurately identifying the affected users, and since some users had already withdrawn from the service.

For these users, we are providing this notice in place of an individual notice.

On the other hand, we have not contacted users who were affected as viewers due to difficulties in
identifying individual viewers. If you see any post that appears to be a mistake in the privacy setting during
the above mentioned affected period, or if posts by a specific Friend is no longer accessible after May 4, it
may be caused by an unintentional publication of a post caused by this defect.

Although we are not able to address individual cases as to why certain users could not view timeline posts,
the information provided in this notice can be used as reference.

H Cause and prevention of recurrence
This defect was caused by settings failure during a system migration.

As a result, new additions to the ""excluded"" list was not reflected accurately and the old ""excluded"" list
was still used during the above mentioned period. Going forward we intend to prevent recurrence of this
issue by strengthening the control system when setting the system .

mCorrespondence in chronological order

- On April 29, 2020: received first inquiry from a user

- On May 4, 2020: identified the cause and corrected the defect

- On June 5, 2020: sent individual notification to affected users in Japan and Indonesia
- On July 3, 2020: posted this notice

- On July 20, 2020: sent individual notices to affected users in Taiwan and Thailand

- On July 20, 2020: added the above content to individual notices.



HInquiry regarding this matter

We apologize for this inconvenience. As described above, it took time for us to take into account applicable
laws and customs of each affected countries/regions and to identify the scope of this defect. As a result,
there was a delay in informing users about this defect.

For any inquiries, please contact us via the inquiry form below.
https://contact-cc.line.me/detailld/13569

m Update history

2020-07-20: Added number of impacted users in chronological order. Thai version released.
2020-07-03: The first edition in Japanese, English and Chinese version released.
https://linecorp.com/en/security/article/305
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